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(54) Video-signal output apparatus and video-signal input apparatus 

communication. 

(57) A video-signal output apparatus performs 

scrambling, and a video-signal input apparatus performs 
descrambling. The scrambling and the descrambling are 
performed so that signal lines are shifted for each 
period corresponding to one horizontal scanning 
interval of analog component video signals which 
corresponds to a horizontal scanning period or for each 
period which is n times one horizontal scanning period 
(where n represents a natural number not less than 2). 
The signal lines are also shifted with timing in a 
horizontal blanking period of the analog component 
video signals. When authorization is established as a 
result of mutual communication between the output 
apparatus and the input apparatus, scramble and 
descramble patterns each are determined based on 
mutually obtained information in the mutual 



FIG. 6A 



FIG. 68 



FIG. 6C 






8-Y 






I SIGNAL 






• SHIFTING 






. INTERVAtiiH 


M i 



EP 1052S52 



Description 



EP 1 052 852 A2 



10 l Z°nl t h A f tUre diSP ' ayed ^ H ° SyS,em h3S an ima 9 e ^ hi 9 her *an that displayed by the SD system 
X picture ,s composed of analog video signa.s. Accordingly, it is greatly demanded by suppLrs of j^o 
sof^are such as mov.es that copy right is protected by scrambling video software broadcasted us.ng tiieHD system so 
that uewers cannot record the software. It is also demanded that when video software is recorded or sale o^ media 

15 roolf p taPeS ' ** *"° S0RWare C3nn0t be COpied b * p ™' din 9 a ««" funSon to a pUer appa^ 

EL » F ° r . V,eW,ng 3 P , ,CtUre is scramb| ed as described above and output from an output apparatus such * s a 

JThD svstemL 0 ^' 191 "; "7*°" °' 1,16 ft " 1Cli0n ° f SCramb "' n9 ^ signa,S from a " de ° »««• accordance with 
20 moos? A Irir? ^r^ 3 SUCh 38 the br ° adcast receiver or ^ ^« a PP^ * considered 

pToc«"ng S ^,em ^"^ 3 SCramb ' e Pro " SSing S ** em " a " ""put amplifier in a descramble 

& 8 »r^°i^ kn0Wn CifCUit arran9ementS f ° r SCramb ' e P — ing «• ^neral, complicated 

idee ?L„,i T ? de0 - SI3 " al ^Paratus may include a communication unit for mutually communicating with a 

Tp^T^LZ^^ ^ ,?* 303,09 C ° mP ° nent ^ Signa,S out P ut S- oTpu 

shTna Da tt! n h» s,gnal-l,ne-shifting- P attern generating unit may determine the video-signal-!^ 

?dt n .;^ inf ° rmati0n ° btained » P^-'ng bidirectional communication with the' 

^J h iSr2lt' n, "T ^ SUperimp ° Sed ° n 1,16 componert video signa.s in a 

predetermined interval thereof, and the analog component video signals on which the communication information is 
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superimposed may be used for performing at least communication from the video-signal output apparatus to the video- 
signal input apparatus in the mutual communication between the video-signal output apparatus and the video-signal 

input apparatus. . . 

[0015] According to another aspect of the present invention, there is provided a video-signal input apparatus to 
which analog component video signals are externally input from a plurality of video-signal lines corresponding to 
types of video signals forming the analog component video signals. The video-signal input apparatus includes: a 
signal-line switching unit for performing signal-line switching so that among the plurality of video-signal lines, 
at least two video-signal lines are shifted; a signal-line-shifting-pattern generating unit for generating a video- 
signal-line shifting pattern by executing processing based on predetermined algorithm; and a signal-line-switching 
control unit for controlling the signal-line switching unit so that video-signal-line shifting based on the video- 
signal-line shifting pattern is performed in accordance with a lapse of time for each period corresponding to one 
horizontal scanning interval of the analog component video signals or for each period which is n (where n represents 
a natural number not less than 2) times one horizontal scanning interval. 

[0016] Preferably, the signal-line-switching control unit controls the signal-line switching unit to execute the 
shifting of the video-signal lines with timing in a horizontal blanking period of the analog component video signals. 
[0017] The video-signal input apparatus may include a communication unit for mutually communicating with a 
video-signal input apparatus to which the analog component video signals output from the video-signal output 
apparatus are input, and the si gnaHine-shifting- pattern generating unit may determine the video-signal-line 
shifting pattern by using communication information obtained by performing bidirectional communication with the 
20 video-signal input apparatus. ■ , • 

[0018] The communication information may be superimposed on the analog component video signals in a 
predetermined interval thereof, and the analog component video signals on which the communication information is 
superimposed may be used for performing at least communication from the video-signal output apparatus to the video- 
signal input apparatus in the mutual communication between the video-signal output apparatus and the video-signal 

9 c input apparatus. j . 

[0019] According to a preferred embodiment of the present invention, no flicker occurs in a restored picture 
differently from the case where scrambling and descrambling are performed in units of fields or frames. 
[0020] According to the preferred embodiment, a waveform in an effective screen interval in a horizontal 
scanning period cannot be affected by scrambling and descrambling. Therefore, the preferred embodiment prevents 
image quality obtained after scrambling from deteriorating. 

[0021] According to the preferred embodiment, for cases where a scramble system is converted between an output 
apparatus and an input apparatus or in a wrong input apparatus, sufficient security is maintained by determination 
of scramble and descramble patterns. The output apparatus can perform authorization processing which determines 
whether a wrong input apparatus is used, whereby effects of security are enhanced in this respect. 
[0022] According to the preferred embodiment, the need for providing a separate control line for communication 
is eliminated, thereby realizing low-cost simplified construction. 

[0023] The invention will now be described by way of example with reference to the accompanying drawings, 
throughout which like parts are referred to by like references, and in which: 

Figs. 1A to 1H are block diagrams showing audio visual systems according to embodiments of the present 
invention; 

Fig. 2 is a block diagram showing a set-top box usable in embodiments of the present invention; 
Fig. 3 is a block diagram showing a digital versatile disk player; 

Fig. 4 is a block diagram showing a scrambler unit in embodiments of the present invention; 

Fig. 5 is a block diagram showing a descrambler unit in embodiments of the present invention; 

Figs. 6A to 6C are waveform charts showing forms of scrambling in a horizontal scanning interval according to 
embodiments of the present invention; 

Fig. 7 is a waveform chart showing the form of insertion of added information in a video signal; 
55 Fig. 8 is a waveform chart showing the form of insertion of added information in a video signal; and 

Fig. 9 is a flowchart showing a process for scrambling by an output authorization unit and a process for 



30 



35 



40 



45 



50 



EP 1 052 852 A2 

descrambling by an input authorization unit. 



Se"Lng^- ferenCe * -"odiments of the present invention are described below in 

1. Examples of System; 

2. Examples of Output Apparatus: 

2-1. Set-Top Box; and 
2-2. DVD Player; 

3. Concept in Scramble in Embodiments; 

4. Scrambler Unit; 

5. Descrambler Unit; and 

6. Example of Processing Operation in Scramble Mode. 
1. Example of System 

2£i«*esz: " " m * " -** *• — *- «- — ^ -*« 

EL to, "J! " S , 0 T™ l.*" °' a '"""" ,use ' «™«"«n 0 each AV system can men. s „„„ 

the HD S v 5 Jm°! , l W ° rdS ' i ? the SySt ! mS aCC ° rding t0 the embodif "^ts, what to be scrambled is in accordance with 
SUJ? S ' 9nal m accordance the SD system is not scrambled 

[0029] The system shown in Fig. 1A includes a set-top box (STB) 2 as an output apparatus The STR ? =,„ 

in e F r i a zit 1o : tt' for examp,e - a broadcast in acc ° rda - e * JXJlsLz 

in Fig. 1A, when the broadcast waves received by an antenna are Snout to th* c;tr o *k« ctp o * snown 

ESL . ? Sh0Wn ' n Rg - 1A ' 3 v,deo - si 9 na ' «ne 8 that connects the output apparatus and le input 

apparatus allows analog component video signals (a luminance (Y) signal and color-difference (R-Y and B Y) slana^ 

fs T nfn" f be,0W ' Wh6n STB 2 ° UtpUtS the anal °9 "mponent video signa.s heLna J 2fe nTd to 

v^eo signal.^ 3 "* ^ 2 ^ ^ ' COnsMon ca P ab '* * output** a composite video signal, a digital 

EL forth" S un m Sh0Wn ^ 1A ' 3n HD te,eV,sion receiver (hereinafter referred to as an "HDTV") 4 
4 Zltl? r" 16 33 in STB 2 ' Can dis P |a y a P icture - is us * d » »" input apparatus The HDTV 

4 descramb.es the scrambled HD analog component signals to restore the original video signals, thereby dfc P fa"ng™ 

SJrro Sh-vinfrS ,0 1 B ' ^ 2 iS US6d 35 an ° UtpUt a PP aratus - a "d a videotape (videocassette) recorder 
!! Lr„ , 7 UnCt ° n ' S US6d 33 3n inpUt apparatUS - The ^ R 5 ca " descramb le scrambled HD analog 

Z^^Z-JEZSF the descrambled si9na,s on a " deotape - Here - ^ of a — ding — b " 

[0034] Referring to Fig. 1C. the STB 2 is used as an output apparatus, and a videodisc recorder (VDR) 6 is used 
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as an input apparatus. The VDR 6 can perform recording on or reading from a predetermined recordable disk recording 
medium The VDR 6 can descramble input scrambled HD analog component signals, and can record the descrambled 

siqnals on the recording medium. 

[0035] Referring to Fig. 1D, the HDTV 4 is used as an output apparatus, and the VTR 5 is used as an input 

5 [Ooze]"* In the construction shown in Fig. 1D. a tuned digital broadcast received by an antenna 1 can be displayed 

003^ "^Rtf erring to Fig. 1E, the HDTV 4 is used as an output apparatus, and the VDR 6 is used as an input 

,0 POmP 1 *' Referring to Fig. 1F, a digital versatile disk (DVD) player 3 is used as an output apparatus and the 
HDTV 4 is used as an input apparatus. When video signals of a moving picture recorded on a DVD played by the DVD 
player 3 are in accordance with the HD system, the DVD player 3 can output the signals as scrambled HD analog 

[0°039i nent Referring to Fig. 1G. the DVD player 3 is used as an output apparatus, and the VDR 6 is uses as an 

" ro P 040] PPara Referring to Fig. 1H. the DVD player 3 is used as an output apparatus, and the VTR 5 is used as an input 

ST 5 ' In this construction, scrambled HD analog component signals, output from the DVD player 3. are input to 
the VTR 5 and the VTR S can descramble the input signals and can record the descrambled signals on the tape. 
20 [0042] ' Regarding examples of AV systems according to the present invention, embodiments other than those 
shown in Figs. 1Ato 1H are possible. 

2. Examples of Output Apparatus 

25 2-1. Set-Top Box 

[0043] Among the output apparatuses in the above-described AV systems, the STB 2 and the DVD player 3, as 
typical apparatuses, are described below about their internal structures. 
f0044] First, the STB 2 is described with reference to Fig. 2. 

100451 The STB 2 includes a tuner unit 11 that performs tuning when broadcast waves received by an antenna 1 
are input The broadcast waves from a broadcast station tuned by the tuner unit 11 are supplied to a demodulating 
unit 12 The demodulating unit 12 extracts stream data by performing demodulation. An error-correction-processing 
unit 13 performs error correction in accordance with a predetermined method, and supplies the error-corrected data to 

a moving-picture-experts-group (MPEG) decoder 14. „ acc . hu th _ 

[00461 In the stream data, which are carried by the broadcast waves. !mage information is compressed by *e 
MPEG method. The MPEG decoder 14 outputs video-signal data obtained by decompression in accordance with the 

MPEG method ^ ^ da<a _ fr(jm ^ Mp£G decoder 14 are supplied t0 a video-signal-processing unit 

15 The video-signal-processing unit 15 implements various types of signal processing required depending on, for 
example the type of television system. The video-signal-processing unit 15 can output an analog video s.gnal 
obtained by converting the video-signal data. For example, when the video-signal data are converted into an HD 
analog component signal, the signal is output from an output terminal T1 via a scrambler unit 16. When the v,deo- 
signal data are converted into an SD analog component signal, the signal is output from an output terminal T2 
[0048] The scrambler unit 16 is provided after the stage of the video-signal-processing unit 15. Th.s 

arrangement is described below. 

2-2. DVD Player 

[0049] The internal structure of the DVD player 3 is briefly described with reference to Fig. 3 In Fig. 3, 
functional circuit units which have functions identical or similar to those in Fig. 2 are not described for brevity 
50 bv using identical reference numerals to denote the units. . 

?0050] Referring to Fig. 3, a disk player unit 21 in the DVD player 3 reads data from a DVD. Here, video-signal 
data recorded on the DVD. are compressed in the MPEG method. Accordingly, the read data are decompressed by an 
MPEG decoder 14, and the decompressed data are supplied to a video-signal-processing unit 15 

[0051] Also in the case, a video-signal-processing unit 15 executes various types of processing required 
55 depending on for example, the type of television system. When the data are converted into HD analog component 
signal tSe signals are output from an external terminal 1 via a scrambler unit 16. When the data are converted 
into SD analog component signals, the signals are output from an output terminal T2. 
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3. Concept in Scramble in Embodiment 



r™™ )T refef u ence t0 Figs - 6A ,0 8 - ^rambling in the embodiments are conceptually described 
IU053J in the embodiments, scrambling is performed as shown in Figs. 6A to 6C 

[0054] The HD analog component signals consist of three component signals namely a luminance (Y\ *ir>n a i a „H 

s C c° °n r nS ere t Ce 7^ "? ^ "I" 3 ' 5 - R " Y Si9nal 3nd the 8 Y « ^^S^TJS^SS 

scanning interval, as shown ,n F.gs. 6B and 6C. Here, timing in a horizontal synchronizing "nterval (ho£on a 
blanking penod) is used as the timing that the R-Y signal and the B-Y signal are shifted (horizontal 
[0055] If the HD analog component signal, in which the R-Y signal and the B-Y signal are shifted as described 
above, is ,nput to an mput apparatus without being changed, and the input apparatus perfoJs pTctTna ^lt 
displaying or record.ng. displaying or playing in an appropriate image state is not performed " otter words 
scrambled HD analog component signal is obtained H otner words - 

= in ho^r^: arsr^is; tsarss 

^JX^^^*' — ™ - "* — - -orizon^h^g 

E can be rrLTH 0< T en,S ' ^ ^ the in a short '"ton* of one horizontal scanning period. 

Sr„r £L P -! n ? 0CCUmn9 ' com P ared the "se where signal shifting is performed in units o 
UlZ* TZ T" By P erf ? rm ' ng scramblin 9 ° r ^scrambling so that the si gna .s are shifted with SnTngTthe 
horizontal synchronizing mterval, part of the video signals between horizontal synchronizing intervals TpreJented 

honzontal-scanning-interval unit or a longer unit example, a two- 

STL*. ^:„Kd?nC™ l """ mat ' 0n " '™« M " «*- *— 

[0060] Fig. 7 shows a waveform in one predetermined horizontal scanning interval in the vertical blank,™ 

^^o^^T- SUCh " - ™" - — )• These lystems h^Iet^ 9 

EL. add ! d in, : orm ! tion needs a synchronization pattern provided before it, which corresponds to the one 

[00621 fTsT • a , WaVef0rm that varies ^ta is provided as the added information 

F'9- 8 shows a waveform in one predetermined horizontal scanning interval in a vertical blanking interval 

Tn^fjf 7 ""V" ^ " *" " 52SP " and ^ " 5251 '' The such » "S2SP" and tte -52^'' 

ssr irrr ,n r 9 -- 7 in ^ the systems have ^ ,eveis in the ^onL^zi. ■ 

inform^ h , h ° nZ ° n,al SCanning interVal ' a synchronization pattern is needed before the added 

nformaton, and a waveform that varies with actual data is provided as the added information 

EL. . aCtUali l y ' 'I"" PartCUlar " mitatl ' 0n in ^^position of the added information on which of 

SZZSES^l'^ b ' anWn9 • T - ^"Position may be performed in accordance 

4. Scrambler Unit 

T^nsfru^T C °™ Mn ° 1 * ™™ bi " «nit 16 for the embodiments is described below with reference to Fig 4 
The consfruction shown hi Fig. 4 « provided in an output channel for the HD analog component signal from each of 
the output apparatuses shown in Fig. 1. If the output apparatus is the STB 2 or the DVD flayer ^the consSon 
corresponds to the scrambler unit 16 shown in Fig. 2 or 3. construction 
[0066] HD analog component signals are supplied from, for example, the video-signal-processing unit 15 at the 
previous stage to the scrambler unit 16 shown in Fig. 4. Among the HD analog component signal the Y sVna iJ 

^^VySLStS't? 1 ;*' *? Si ? nal ' S SUPPNed 10 an R " Y -P^rmina, T22. and tne B-Y S3 
suppled to a B-Y terminal T23 The Y s.gnal « spl.t to a horizontal-synchronizing-signal detecting circuit 33. 

31 respectiv^ * ' 723 " C ° nneCted to Me * SW1 ' SW2 " and SW3 in a Aching unit 

IS Th ,h t e h SWitCh,ng " nit 3 ]' the switches SW1. SW2, and SW3 operate mutuallyto be simultaneously turned on 
mne« ' The r S h W,t 3 h,ng operaton of the switchi "9 unit 31 is controlled by an authorization unit 36. 
,n«™ S ' 9nal fr0m 016 SWil0h SW1 is input t0 a signal-combining/separating unit 35 

[0070] At this time, the output apparatus and the input apparatus communicate with each other in order to 
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determine algorithm for m scramble patterns, as described below. For the communication, in the output apparatus, 
communication information is inserted in a predetermined horizontal interval in a vertical blanking .nterval of the 
Y signal, as described above with reference to Figs. 7 and 8. 

[0071] The signal-combining/separating unit 35 combines the communication information generated and output by 
the authorization unit 36 with the Y signal. The signal-combining/separating unit 35 outputs the Y signal on which the 
communication information is superimposed to the input apparatus via an output terminal T11. 

10072] The Y output terminal T1 1. and an R-Y output terminal T12 for the R-Y signal and a B-Y output termmal 
T13 which are described later, constitute a portion corresponding to the terminal T1 shown in Fig. 2 or 3. 
r0073] From the output apparatus to the input apparatus via the terminal T11. the communication information is 
sent with timing in a predetermined horizontal scanning interval in a vertical blanking interval of the Y signal. 
The signal-combining/separating unit 35 separates, from the Y signal, the communication information sent from the 
input apparatus, and outputs the separated Y signal to the authorization unit 36. 

[0074] The R-Y signal from the switch SW2 is split so as to be supplied to a termmal T31 of a switch SW11 .n a 
switching unit 32 and to a terminal T42 of a switch SW12 in the switching unit 32 

[0075] The B-Y signal from the switch SW3 is split so as to be supplied to a terminal T32 of a switch SW11 in 
the switching unit 32 and to a terminal T41 of a switch SW12 in the switching unit 32. 

r00761 The switching unit 32 includes the switch SW11 to which the R-Y signal is input and the switch SW12 to 
which the B-Y signal is input. The switches SW11 and SW12 operate mutually to be simult aneously swrtched For 
Sample, when a terminal T30 and the terminal T31 is connected by the switch 11.. terminal T40 and the ermina T41 
are connected by the switch SW12. When the switch SW11 is switched so that the terminal T30 and the termmal T32 
are connected, also the switch SW12 is simultaneously switched so that the terminal T40 and the terminal T42 are 
connected. ^ ^ ^ ^ ^ ^ ^ connected tQ tne R . Y 0Lrtput termina | T 12. 

The terminal T40 which is the output of the switch SW12, is connected to the B-Y output terminal T13 
[0078] When the switching unit 31 (switches SW1. SW2, and SW3) is turned on. the termmals 30 and'31 are 
connected by the switch SW11, and the terminals T40 and T41 are connected by the switch SW1 2. the R-Y signal input 
from the terminal T22 is output from the R-Y output terminal T12. and the B-Y signal input from he terminal. T23 ,s 
output from the B-Y output terminal T13. In other words, the R-Y signal and the B-Y signal; are norma lly output 
[0079] When the terminals T30 and T32 are connected by the switch SW11. and the termmals T40 and T42 are 
connected by the switch SW12. the R-Y signal input from the terminal T22 is output from the B-Y output terminal T13, 
and the B-Y signal input from the terminal T23 is output from the R-Y output terminal T12. 

[0080] In other words, regarding the HD analog component signals to be output from the terminal T1. the R-Y and 

K)08l'? na ' ''"The'horizcTntal-synchronizing-signal detecting circuit 33 detects a horizontal synchronizing signal from 
the input Y signal, and supplies the detected signal to the timing control circuit 34 with the detecton tm.ng. 
0O82] Based on the detection timing of the horizontal synchronizing signal, which ,s input from the honzontal- 
synch onizing-signa. detecting circuit 33. and on a scramble pattern generated by the authonzafon un, 36 
(described below), the timing control circuit 34 executes, in units of horizonta. scanning intervals control o tte 
Etching of the switches SW11 and SW12 in the switching unit 32 in accordance with the scramble Pattern by ™n fl ■ 
horizontal synchronizing interval as the switching timing, as described with reference to Fig. 6. This shrfts the ^ R- 
Y signal and the B-Y signal in accordance with the scramble pattern generated by the authonzat,on unit 36. In other 
words the HD analog component signals are scrambled. 

ToosJi The aJnorizaSon unit 36 actually includes, for example, a microcomputer or the ke. wherebv , the un* 
36 can executes various processes, and generates the scrambie pattern, as described be ow. When the 
unit 36 communicates with the input apparatus and obtains no authorization result it contro Is the ^ch 31 to 
turn off the switches SW1, SW2. and SW3. In other words, when the authorizafon unit 36 dete mmes tha the input 
apparatus has no decoding function adapted for the scrambling in the embodiments, it terminates the outputtng of 
the HD analog component signals. 

[0084] The operation of the authorization unit 36 is described later. 
5. Descrambler Unit 

[00851 The structure of the Descrambler unit in the input apparatus in each of the embodiments is described 
be.ow with reference to Fig. 5. The Descrambler unit is provided at the input stage of the HD analog component 
signals in each of the input apparatuses shown in Fig. 1. * o.mniied to a Y 

[0086] Among the HD analog component signals input from the output apparatus^ Y signal ,s supplied to a Y 
input terminal T51. the R-Y signal is supplied to an R-Y input terminal T52. and the B-Y signal .s supplied to a B-Y 
input terminal T53. 
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SJJ Th S,9nal SUPP ' ,ed to *, e '"P ut terminal T51 * ««PPlied to a signal-combining/separating unit 42. 
51?- / s.gnal-combin.ng/separating unit 42 has a construction similar to that of the siqnal- 

ZT d ™t TT° Un,t si ^ ombi ^P^n 9 unit 42 separates communication information ( s th e 

added information) supenmposed on the Y signal supplied from the output apparatus, and supplies h Ti^ormation o 
5 an authonzation unit 43. The signal-combining/separating unit 42 also transmits com^ZTlrnlZToZut 
from the authonzation unit 43 to the output apparatus via a channel far th„ v «i„„li L lnl ° rm ation output 
predetermined horizontal scanning interval in a vJSTEiTb b^T " * US ' n9 ' eXamP,e> 3 

ss• m |^^^^s , r^zrr ;^e^ a r T r^:TS rrr 
w ssp*^ stf r sp r t and * r ed ,o a,s ° a ~* 

♦ ?o,«,o7 9 ' npUt l ° 3 R ' Y mpUt terminal T52 - is s P |rt 50 as to be supplied to a terminal T61 of a 

: SW21 ; a switching unit 41 and to a terminal T72 of a switch SW22 in the switching unit 41. 
[0091] The B-Y signal, input to a B-Y input terminal T53, is split so as to be supplied to a terminal Tfi? nf .i, 
,5 ^ S ^*%™***"*"«« and to a terminal T71 oftheswitch SW22 in £ Sctng unit 41 ^ 

J in jut. 09 Un,t inC ' UdeS 1,16 SWi,Ch6S SW21 3nd SW22 ' fr0m *»** 1,16 R " Y si 9 na ' ^ the B-Y signal 

[0093] in the switch 41, the switches SW21 and SW22 operate mutually to be simultaneously switched When the 

SwTwhfn X t 1 H are ,w,T eCted ^ SWtCH SW21 ' t6rmina,S T7 ° and ™ « co ne" d by r 
SW22. When the switch SW21 is swrtched so that the terminals T60 and T62 are connected the switch SW22 h 
20 s,multaneously switched so that the terminals T70 and T72 are connected connectea, tne switch SW22 is 

[0094] The terminal T60, which is the output of the switch SW21. is connected to an R-Y output terminal T82 The 

Ess ^ t ° ut r?* e switch sw22 - is connec,ed to a b - y T83 . he 

[0095] When the terminals T60 and T61 are connected by the switch SW21, and the terminals T70 and T71 are 
25 terminal 82, and the B-Y signal, input from the B-Y input terminal T53, is output from the B-Y cutout terminal TsV 
So 0 W ° WhL he 71 S *' 9na,S ^ C ° inCident ^ R " Y and B-V signal 

[0096] When the terminals T60 and T62 are connected by the switch SW21, and the terminals T70 and T72 are 
^^- t^hTr J 6 R " Y . S, ' 9na '- " h ' Ch " inPUt fr ° m 1,16 R " Y inpUt terminal T52 " u t T pu ° fr a o n m ™£ 

termina wZIS^X'rJ-*"^ "**? " '"^ ^ 1,16 B " Y ' npUt terminal - is ° u, P ut from the R^V otrtput 
terminal T82. In this case, the R-Y signal line and the B-Y signal line are shifted 

KutYs,™^^^ * — s_ ng signal from 

Sg d .^ 

uniM3 S ' 9n Si9na ' " aCC ° rdanCe Wth deSCramble P attern grated by the autho^ 

sc?amllenJ he ^""V" 6 If"""* 9enerated by ° pera,i0n of the authorization unit 43, corresponds to the 

ro 00, ToZTl " T aUth t °" h Za,i0 . n Unit 36 in the a PParatus, which is described above. 

irr-mh. h . ' hm9 SWItChing Unit 41 '» controlled as described above when the 

SJhLm?'. 8 ? ° ri K ati0n Unit 43 a,S ° inC ' UdeS 3 microco ^PUter or the like, similarly to the authorization unit 
36 shown in F,g. 4, thereby generating the descramble pattern, as described later uinonzanon unit 

iuthoLtionun h rt36 Pera,i0n * *" aUth0riZati ° n *"* 43 " be '° W th * °P-«°n of the 

6. Example of Processing Operation in Scramble Mode 

uTS in thl innT^" f ^ u ^ z ^ on unit 36 'n the output apparatus and the operation of the authorization 
arTshow^ in Rg P 9 ^ ' ^ ** r6qUired t0 ^ SXeCUted ^ n SCM * and d escramb.ing are performed 

u 0 nJt» 4 InHth,. The t K aU,hO r Zat, ' On 36 in ° UtpUt apparatUS is h ^inafter referred to as the "output authorization 
un t a nd the authorization unit 43 ,n the input apparatus is hereinafter referred to as the "input authorization unit". 

The nL.«? r P ? ,!, !T F ' 9 " 9 iS a,90rithm f ° r 9enera,in 9 the scramble Pattern and the descramble pattern 
The process ,s for one field penod, and is repeatedly performed for each field period. The process is broadly divided 
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into a process performed in a vertical blanking interval and a successive process performed in an effective screen 
interval. The process in the vertical blanking interval consists of a first phase, a second phase, and a third 
phase. Mutual communication between the output authorization unit and the input authorization unit is executed using 
the channel for the Y signal, as described above. In particular, when communication information is transmitted from 
5 the output authorization unit to the input authorization unit, the communication information is superimposed in a 
horizontal interval in the blanking period of the Y signal. 

[0106] In process P1, in the first phase in the vertical blanking interval, random numbers Rr are generated and 
transmitted as communication information to the output authorization unit by the input authorization unit. 
[0107] When the random numbers Rr are input to the output authorization unit, random numbers Rt are generated 
10 and transmitted to the input authorization unit in process P2. 

[0108] When the random numbers Rt are input to the input authorization unit, the input authorization unit 
generates an authorization key Ka, using the input random numbers Rt and the random numbers Rr generated by itself 
in process P3. 

[0109] The authorization key Ka is obtained by the following expression: 
15 Ka = g(Rt. Rr) (1) 

[0110] In process P4 t the output authorization unit generates an authorization key Ka, using the random numbers 
Rr and Rt. 

[0111] The above-described flow is the first phase. In other words, in the first phase, the authonzation key Ka, 
20 which is a common secret for the output authorization unit and the input authorization unit, is generated using the 
random numbers Rt and Rr. The authorization key Ka is used to encrypt data as communication information when 
communication is performed as the subsequent processes. 

[0112] In the second phase, in process P5, the input authorization unit generates random numbers Sr again. In 
process P6, a unit ID assigned to the input authorization unit beforehand, and the random numbers Sr. are encrypted 

25 using the authorization key Ka, and the encrypted information is transmitted to the output authorization unit. 

[0113] At this time, in process P7, the output authorization unit generates random numbers St. In process P8, 
the random numbers St are encrypted using the authorization key Ka, and the encrypted information is transmitted to 
the input authorization unit. . 
[0114] When the encrypted random numbers St are input to the input authorization unit, the encryption is decoded 

30 using the authorization key Ka, whereby the real values of the random numbers St are obtained. After that, in process 
P9, code At is generated using the random numbers St, the random numbers Sr generated in process P5, and the unit 
ID. 

[0115] The code Ar is obtained by the following expression: 

Ar = (unit ID, St, Sr) (2) 

35 

[01 1 6] Here, there is no particular limitation in the type of function for the expression. 

[0117] In process P10, the input authorization unit encrypts the code Ar, and outputs the encrypted code to the 
output authorization unit. . 
[0118] When the encrypted code Ar is input to the output authorization unit, the output authonzation unit 
40 decodes the input code and obtains the real value. Authorization processing as process P1 1 is executed. 

[0119] In process P11, code Ar is generated using the random numbers St generated in process P7, the unit ID 
transmitted by process P6, and the random numbers Sr. 
[0120] This code Ar is obtained by the following expression: 

At = h(unitlD,St,Sr) (3) 

[0121] At this stage, the output authorization unit obtains the code At generated as described above and the 
code Ar transmitted from the input authorization unit in process P10. 

[0122] Accordingly, the output authorization unit compares the code Ar and the code Ar. 

[0123] If the determination result is that the code Ar = the code At, authorization is established. The 
establishment of the authorization means that the input apparatus is a right apparatus having a descramble function 
adapted for the output apparatus. 

[0124] Conversely, no establishment of authorization means such a doubt that the input apparatus is a wrong 
apparatus having no descramble function adapted for the output apparatus. 

[0125] In this case, for example, the authorization keys Ka in the output apparatus and the input apparatus 
differ from each other. Thus, in one process of the second phase (processes P5 to P11), a problem occurs in that, 
for example, the encrypted information cannot be decoded. As a result, the comparison between the code At and the 
code Ar in process P1 1 results in noncoincidence. 
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obtainid as T a h r«, b |r; d r C '!!'! d ^ iS SeC ° nd PhaSC - When n ° establishment of the authorization is actually 
cont ^ ,h k the determmaton in process P11, the output authorization unit (the authorization unit 36) 

controls the sw.tch.ng un.t 31 (the switches SW1, SW2, and SW3), which have been turned on. to be turned off In 

luZZZ ■ th '° P f7„° f H ° anal09 COmP ° nent Si9na,S t0 *• input ap P a ' a ^ h sopped The 0 lut 
authorization unit is controlled so as not to execute the subsequent processes 

„ " iS , P ° SSib,e that when a "thorizafon is not established. HD analog component signals, scrambled using a 
property generated scramble pattern, be output. Nevertheless, higher security effects are obtained by stopping fhe 
outputting of the HD analog component signals. o.a.nea oy slopping the 

EJ?2 * e autboriza,ion is obtained in Proces. P11. processes in the third phase are executed 

HIL pi, * " 1 P T IT Pr J CeSS P12 ' rand ° m nUmb6rS Ut are 9enerated b V «« 0U »P ut authorization unit In 

- — — * a " d - ~ nunbe, 

i?,!hoL « Wh f n 1,16 ? nd ° m nUmbefS Ut 3re inpUt t0 the '"P" 1 authorization unit, in process P14 the input 

ITJZT" r? ener , r rand ° m nUmb6rS Ur ' n pr ° CeSS P15 ' the random numbere u ' encrypted usingTe 
authonzaton key Ka. and the encrypted random numbers Ur are transmitted to the output authorization Jnit. 

n „™L. p^ C k enc ^ ,ed random numbers u ' ^e input to the output authorization unit, process P16 is executed 
In process P16. by us.ng the encrypted random numbers Ur and the random numbers Ut generated in process Pn 2 a 
scramble pattern Sp is generated by the following expression: process kiz. a 

Sp = f(Ut, Ur) (4) 

[0132] In the input authorization unit, in process P17. a scramble pattern Sp is generated For this purpose 
the mput authorization unit solves the expression (4), using the random numbers Ur generated in process P1 Z a 
ea. value obtained by decoding the encrypted random numbers Ut input from the output authorization un" 
101 33] The above-descnbed third phase ends. 

[0134] As described above, the processes in the first to third phases are performed in the vertical blankina 
in erva . As can be understood from the foregoing description, in the processing performed in the vertS SanWna 
interval, the output authorization unit performs authorization through mutual communication be LeeTtte ouS 
IThITT T ' nPUt aUthorization ""it, a " d when the authorization is obtained toe ™tpu 

authonzation unit and the rnput authorization unit execute the processes up to the generation of the scramble patterns 

In'the ou^Zll T* "T- e " dS - St39e °' processin 9 in *• ***** screen interval in one field begins 
In the output authorization un.t. in process P18. processing for scrambling the HD analog component siqnafs in 
accordance with the scramble pattern Sp generated in process P16 is performed component signals ,n 

J?* 81 « • At *? I"" 6 ." ° UtPUt autnoriza,iorl unit Ohe authorization unit 36) supplies the scramble pattern Sp 

Zr r ' The , timin9 C ° ntr01 Unit 34 eXeCUteS ' based ° n *• d *~ted horizontal synchronizing 
signal output from the honzontal-synchronizing-signal detecting circuit 33 and on a signal-shiftinq pattern in 

uTS'TheTbv th SCramb ': Patt T SP . COntr °' ° f SV " tChin9 in SWtCheS SW11 and SW12 of hing 
scLblepattirSp S ' 9nalS m effeCtVe fi6ld °" e fieW are SCramb,ed in a «°' d -ce with the 

d rsSmb.ing in;L%sT P C l1 Sin9 *' ^ h Md ' inpUt ~<- 

[0138] At this time, the input authorization unit (the authorization unit 43) supplies the scramble pattern So 
to the tim.ng control unit 45. The timing control unit 45 executes, based on the detected hoSSi iSSiS 
signal output from the honzontal-synchronizing-signal detecting circuit 44 and on a signal-shifting pattern ^ 
de.crambl.ng in accordance with the scramble pattern Sp. control of the switching by the switches SW™ and SW12 of 
the sw.tch.ng un.t 32 so that the R-Y signa. and the B-Y signal are shifted wi^timTng T the ho^onta 

^zz^i^^r* 5 in the effective screen m in ~ « L 

aol^L* thlT th ! ,nPU J apparatUS is a n '9 ht apparatus having a scramble function adapted for the output 

bv the inouT^h^ « P > SP 9 T rated by the ° UtpUt auth °rization unit and the scramble pattern Sp generated 
1^ rl S I" mUSt ^ me Same be ° aUSe b0th pattems are ° btained bas * d 0" the expSon 

oriainarHD^nallo cor V' 56 ', ** aUth ° rizati °n unit, appropriate scrambling is performed, and tte 

ongmai mu analog component signals are restored. 

[0140] If the input authorization unit is a wrong apparatus, and some effective construction is employed in the 
wrong apparatus there » not no possibility of establishment of the authorization in the second phase However in 

^m^^™"s?^ ^ ^ Ph3Se USeS com ^"nication w,th encrypted random numbers and Ve 
scramble patterns Sp are generated us.ng a predetermined function (the expression (4)). In this case, the input 
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authorization unit cannot perform appropriate descrambling. Therefore, only deshaped waveforms are obtained as the 
original HD analog component signals. m 
[01411 The embodiments of the present invention have been described mentioning HD analog component signals. 
However in the present invention, signals to be scrambled and descrambled may be, for example, SD analog 
component signals. In other words, the present invention may be applied to any type of television system having a 
plurality of video signals as analog component signals. In addition, signals to be shifted are not limited to color- 
difference signals, but may be, for example, a combination of a luminance signal and color-difference signals, the 
selection of which is arbitrary. Moreover, a construction in which scrambling is performed with at least three 
signals shifted may be employed. The present invention may be applied to, other than analog component signals 
composed of, for example, a luminance signal and color-difference signals, analog component signals composed of red, 
green, and blue signals. 

Claims 

1 A video-signal output apparatus for outputting analog component video signals via a plurality of video-signal 
" lines corresponding to types of video signals forming said analog component video signals, said video-signal 
output apparatus comprising: 

signal-line switching means for performing signal-line switching so that among said plurality of video- 
signal lines, at least two video-signal lines are shifted; 

signal-line-shifting-pattern generating means for generating a video-signal-line shifting pattern by 
executing processing based on predetermined algorithm; and 

signal-line-switching control means for controlling said signal-line switching means so that video-signal- 
line shifting based on the video-signaMine shifting pattern is performed in accordance with a lapse of 
time for each period corresponding to one horizontal scanning interval of said analog component video 
signals or for each period which is n (where n represents a natural number not less than 2) times one 
horizontal scanning interval. 



2 A video-signal output apparatus according to Claim 1, wherein said signal-line-switching control means controls 
said signal-line switching means to execute the shifting of the video-signal lines with timing in a horizontal 
blanking period of said analog component video signals. 

3 A video-signal output apparatus according to Claim 1, further comprising a communication means for mutually 
communicating with a video-signal input apparatus to which the analog component video signals output from said 
video-signal output apparatus are input, and . u 
wherein said sign al-line-shifting- pattern generating means determines the video-signal-line shifting pattern by 
using communication information obtained by performing bidirectional communication with said video-signal input 
apparatus. 

4 A video-signal output apparatus according to Claim 3, wherein the communication information is superimposed on 
* said analog component video signals in a predetermined interval thereof, and the analog component video signals 

on which the communication information is superimposed are used for performing at least communication from said 
video-signal output apparatus to said video-signal input apparatus in the mutual communication between said video- 
signal output apparatus and said video-signal input apparatus. 

5 A video-signal input apparatus to which analog component video signals are externally input from a plurality of 
" video-signal 'fines corresponding to types of video signals forming said analog component video signals, said 

video-signal input apparatus comprising: 

signal-line switching means for performing signal-line switching so that among said plurality of video- 
signal lines, at least two video-signal lines are shifted; 

signal-line-shifting-pattern generating means for generating a video-signal-line shifting pattern by 
executing processing based on predetermined algorithm; and 
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signal-line-switching control means for controlling said signal-fine switching means so that video-signal- 
hne shifting based on the video-signal-line sniffing pattern is performed in accordance with a lapse of 
time for each penod corresponding to one horizontal scanning interval of said analog component video 
signals or for each period which is n (where n represents a natural number not less than 2) times one 
horizontal scanning interval. 



10 



15 



7. 



6. A video-signal input apparatus according to Claim 5, wherein said signal-line-switching control means controls 

bf ank inr^!!Lr tC H 9 , meanS t0 eXeCUte Shiftn9 ° f 016 » de °- si g™' »<«« with timing in a horizontal 
blanking penod of said analog component video signals. 

A video-signal input apparatus according to Claim 5. further comprising a communication means for mutually 
communicating with a v>deo-s.gnal input apparatus to which the analog component video signals output from said 
video-signal output apparatus are input, and 

wherein said signal-line-shifting-pattern generating means determines the video-signai-line shifting pattern by 
using communication information obtained by performing bidirectional communication with said video-signal input 
3pp3r3tus. " 

8. A video-signal input apparatus according to Claim 7, wherein the communication information is superimposed on 
20 ™ d "* 0 ° component video signals in a predetermined interval thereof, and the analog component video signals 

on wh.ch the communication information is superimposed are used for performing at least communication from said 
video-signal output apparatus to said video-signal input apparatus in the mutual communication between said video- 
signal output apparatus and said video-signal input apparatus. 
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